Appendix – Glossary of Commonly Used Data Protec9on Terms

Ar9cle 29 Working Party

a European advisory body made up of a representa3ve from
the data protec3on authority of each EU Member State, the
European Data Protec3on Supervisory and the European
Commission. It provides guidelines on the GDPR and data
protec3on maCers.

Anonymisa9on

where Personal Data is processed in such a way that the data
can no longer be aCributed to a speciﬁc Data Subject. When
done properly, anonymisa3on places data outside the scope of
the GDPR.

Automated Decision Making

these are decisions which are made following Processing of
Personal Data solely by automa3c means, (i.e. where no
humans are involved in the decision-making process). An
example would an individual applying for a personal loan
online, then being given a yes/no decision based solely on an
automated credit search algorithm.

Consent

deﬁned in the GDPR as “any freely given, speciﬁc, informed
and unambiguous indica3on of the Data Subject’s wishes by
which he or she by statement or by a clear aﬃrma3ve ac3on,
signiﬁes agreement to the processing of Personal Data rela3ng
to him or her”. Silent, implicit indica3ons of consent, such as
leaving pre-3cked web form boxes 3cked, will not be suﬃcient
for Consent under the GDPR. Note that “informed” Consent
requires that the Data Subject has received all the informa3on
about the Processing, in a format intelligible to them so they
can make an informed decision about their rights (this is a
par3cular challenge for children’s consent). Some Processing
requires the Data Subject’s “explicit Consent”.

Data Subject

means a living person who is the subject of Personal Data. In
your business, Data Subjects will likely include your employees,
authors, suppliers, website users etc.

Data Subject Rights

the rights that Data Subjects have under the GDPR including
the rights in certain circumstances to access informa3on Data
Controllers have about them, stop or restrict Processing about
them, to withdraw Consent and complain to a Supervisory
Authority.
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Data Controller

the living person or legal en3ty which, alone or jointly with
others, determines the purposes for which and means of
Processing of Personal Data. For example, your business is a
Data Controller in respect of the Personal Data it Processes
about its employees, customers, authors, suppliers etc (note
that the individual employees of the business are not separate
Data Controllers).

Data Processor

the living person or legal en3ty which processes Personal Data
on behalf of a data controller. You might use Data Processors in
your business to host your website, send email marke3ng on
your behalf etc.

Data Protec9on Bill

the version of the UK’s Data Protec3on Bill ﬁrst read before
Parliament on 13 September 2017, which is set to replace the
Data Protec3on Act 1998, and which is set to implement parts
of the GDPR speciﬁc to the UK;

DPA (Data Protec9on Act)

the Data Protec3on Act 1998, the UK’s exis3ng data protec3on
law;

DPIA (Data Protec9on Impact
Assessment)

known under the exis3ng data protec3on laws as a “privacy
impact assessment” this tool can help you determine if your
Processing will aﬀect the rights of any Data Subjects (and how
to mi3gate that risk). It is a required process in some instances
under the GDPR.

DPO (Data Protec9on Oﬃcer)

under the GDPR companies must appoint a DPO in certain
circumstances (such as when they are Processing on a large
scale or undertaking regular or systema3c monitoring).

EEA

European Economic Area. This is the region to which the GDPR
primarily applies. Sending or making Personal Data accessible
outside of the EEA requires special considera3ons (see Transfer
below).

EU-US Privacy Shield

the framework for transatlan3c exchanges of Personal Data for
commercial purposes between the European Union and the
United States under which US companies can cer3fy
compliance.

GDPR

the General Data Protec3on Regula3on (EU) 2016/679. There
is an online, searchable version of the GDPR text here: hCps://
gdpr-info.eu/.

ICO

the UK’s data protec3on regulator, the Informa3on
Commissioner’s Oﬃce. The ICO has GDPR guidance and
resources here; hCps://ico.org.uk/for-organisa3ons/guide-tothe-general-data-protec3on-regula3on-gdpr/.
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Lawful Grounds

Processing may take place only when there is a lawful reason
to do so. Commonly referred to as the “six lawful grounds”
these are speciﬁed in the GDPR as: (i) when the Data Subject
has given their Consent for one or more speciﬁed purposes; or
when the Processing is necessary (ii) for performance of or
entering into a contract with or at the request of the Data
Subject; (iii) for the Data Controller to comply with a legal
obliga3on; (iv) to protect the vital interests (generally a life-ordeath situa3on) of the Data Subject or another person; (v) for
performance of a task in the public interest; (vi) for the
purposes of Legi3mate Interests (see below). It is important to
remember that each Lawful Ground is equally valid. Data
Controllers must iden3fy the appropriate Lawful Ground for
their Processing and specify these in the Privacy No3ce.

Legi9mate Interests

one of the Lawful Grounds for data Processing under the
GDPR. Legi3mate Interests refers to your interests in
conduc3ng and managing your business and your rela3onship
with Data Subjects but it can only apply if you have made an
assessment and determined that the rights and freedoms of
Data Subjects are not overridden. It can be a tricky concept to
apply but it is helpful to consider the nature of your
rela3onship with the Data Subject and whether the kind of
Processing you envisage would be within their reasonable
expecta3ons.

Model Contract Clauses

the standard contractual clauses approved by the European
Commission as guaranteeing appropriate safeguards under
European data protec3on laws for Personal Data transferred to
en33es based outside of the EEA.

Personal Data

any informa3on rela3ng to an iden3ﬁed or iden3ﬁable natural
person who can be iden3ﬁed, directly, or indirectly, in
par3cular by reference to an iden3ﬁer such as a name, an
iden3ﬁca3on number, loca3on data, an online iden3ﬁer or to
one or more factors speciﬁc to the physical, physiological,
gene3c, mental, economic, cultural or social iden3ty of that
natural person; there is no exhaus3ve list of what cons3tutes
Personal Data so it is important to remember that this broad
deﬁni3on may include digital iden3ﬁers (such as social media
handles) as well as correspondence about (including opinions
of) individuals.

Personal Data Breach

a breach of security leading to the accidental or unlawful
destruc3on, loss, altera3on, unauthorised disclosure of, or
access to, Personal Data.
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Phishing

the aCempt to obtain conﬁden3al or sensi3ve informa3on
such as usernames and passwords, ohen for malicious reasons,
by disguising as a trustworthy en3ty in an electronic
communica3on. Phishing is an increasingly common cause of
Personal Data Breaches.

Portability

the right for an individual to require a Data Controller to give
them back a copy of the Personal Data they previously
provided or send this data to another organisa3on so that they
can reuse it. The Personal Data has to be provided in a
commonly used, machine-readable format and only when the
Personal Data has been provided by the Data Subject with
their Consent or as part of a contract. This is commonly used in
the banking and u3li3es sectors when individuals switch
providers.

Privacy No9ce

a common way for Data Controllers to inform Data Subjects
about how, when, where and why their Personal Data is being
Processed. This is commonly hosted on businesses’ websites.

Proﬁling

any form of automated processing of Personal Data intended
to evaluate certain personal aspects of an individual. These
aspects can include analysing/predic3ng someone’s
performance at work, economic situa3on, health, personal
preferences, interests, reliability, behaviour, loca3on or
movement. You may be using Proﬁling in your business to
serve marke3ng and adver3sing messages. If so, ensure that
you describe this Proﬁling in your Privacy No3ce.

Process(ing)

obtaining, recording or holding Personal Data or carrying out
any opera3on or set of opera3ons in rela3on to it and includes
the organisa3on, retrieval, use of the Personal Data, disclosure,
erasure or destruc3on of the Personal Data. This is a very
broad deﬁni3on and it is important to remember that simply
storing Personal Data in any accessible/ordered/structured
way will be a form of Processing.

Pseudonymisa9on

similar to anonymisa3on, but reversible. This is where Personal
Data is processed in such a way that the data can no longer be
aCributed to a speciﬁc Data Subject without the use of
‘addi3onal informa3on’. The addi3onal informa3on must be
kept separately and be subject to certain measures which
ensure that it isn’t unduly used to reverse the process.
Pseudonymisa3on is a way to minimise the risk of a Personal
Data Breach.
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Special Categories of Data /
Sensi9ve Personal Data

Personal Data revealing racial or ethnic origin, poli3cal
opinions, revealing religious or philosophical beliefs, trade
union membership, gene3c data, biometric data for the
purposes of uniquely iden3fying a natural person, or
concerning health, concerning sexual orienta3on. Special
standards apply to the Processing of Special Categories of Data
including: you may only Process this when you have the Data
Subject’s explicit Consent or it is necessary for employment
obliga3ons or where the vital interests of the Data Subject or
others are at risk (and the Data Subject cannot give Consent).

Supervisory Authority

a supervisory authority of a European Member State
responsible for monitoring the applica3on of data protec3on
laws, which for the UK is the ICO.

Transfer

a transfer of Personal Data will occur when Personal Data is
sent, shared, stored, accessed or otherwise used by a third
party (whether an individual or a company) in another country
or jurisdic3on. There are no restric3ons of transfers of
personal data within the EEA; however safeguards (or “transfer
solu3ons”) must be put in place where Personal Data is
transferred outside of the EEA to ensure a level of protec3on
for that Personal Data equivalent to the GDPR. Safeguards that
may be applicable include the EU-US Privacy Shield and the
Model Contract Clauses.
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